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Chapter 42 - Counterintdligence
4201 Purpose

This chapter provides generd guidance for servicing security officers, security contacts, and
employees concerning the Department’s counterintelligence (Cl) policy, procedure, and activities.
Counterintdligence terms are defined in Appendix A, Glossary of Security Acronyms and Terms.

4202 Authority

The provisons of this chapter comply with the applicable Executive Orders, public laws, datutes,
directivess and regulations issued within the Federd Government, which pertan to
counterintelligence programs and activities in the Depatment. In accordance with Department
Organization Order 20-6, the Director for Security will implement a Counterinteligence program.
To ensure the exigtence of a comprehensve Cl program and the consstent application of Cl
policies and procedures, Cl efforts will be established a the Department and operating unit levels.
Pertinent references include:

Executive Order 12333, United States Intelligence Activities, December 4, 1981.
PDD/NSC-12, Security Awareness and Reporting of Foreign Contacts, August 5, 1993.
PDD/NSC-24, U.S. Counterintelligence Effectiveness, May 3, 1994.

PDD-39, U.S. Palicy on Counterterrorism, January 24, 1997.

PDD-62, Combating Terrorism, May 22, 1998.

PD/NSC-63, Critica Infrastructure Protection, May 22, 1998.

Director of Centra Intelligence Directive 1/7, Security Controls on the Disseminaion of
Intelligence Information (June 30, 1998).

Security Policy Board Issuance 6-97, National TSCM Poalicy, September 16, 1997.
Gathering, tranamitting, or losing defense information (18 U.S.C. § 793).

Gathering or delivering defense information to aid foreign government (18 U.S.C. § 794).
Disclosure of classfied information (18 U.S.C. § 798).

Economic espionage (18 U.S.C. § 1831).

Theft of trade secrets (18 U.S.C. § 1832).

Coordination of counterintelligence activities (50 U.S.C. § 402a.).

Offenses concerning control of subversive activities (50 U.S.C. § 783).
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4203 Application

This chepter of the Security Manud implements the Depatmenta Counterinteligence Program
(DCIP). The principd am of the DCIP is the identification and exploitation, or neutradization, of
adversarid, foreign collection thregts targeting departmentd persons, facilities, information, or
activities. Unless specificdly noted otherwise in this chapter, al previous depatmenta counter-
intelligence guidance is hereby rescinded. The provisons of the DCIP gpply to dl Depatmentd
organizations and personnd, including contractors, experts and consultants, guest workers, and
research associates/scientists who have ongoing, officiad association or who work directly on
activities, projects or programs of the Department, hereinafter referred to collectively as “DOC
persons.”

4204 TheThreat

In the decade snce the demise of the Soviet Union, radica changes have occurred in the sources
and nature of the espionage threat directed againgt the United States. The massve targeting of our
military-indusgtrial  complex has been dgnificantly reduced, replaced with patient and long-term
collection drategies agang our scientific and technologicd bases. Even more pervasive is the
persgent targeting of the U.S. economy. Adversaries ranging from smal emerging nations to
older edtablished nations driving to restructure aging economies have incressed the overdl
epionage threet to levels exceeding those of the Cold-War era. The Department of Commerce
resdes a the center of the U.S. economy. Furthermore, the Depatment is the principd U.S.
Government  policy developer and enforcement arm for the control of criticd technologies.
Together, these two roles make the Depatment a prime target of adversaries seeking to
compromise economic data and strategies and to acquire advanced U.S. technologies.

4205 Counterintelligence Policy

A. The DCIP resides in the Office of Security based on DOO 20-6, Director for Security. As the
senior Departmental Cl Officid (DCIO), the Director for Security provides executive leadership
and overdght to the DCIP. The DCIO saves as the principd depatment saff member
representing the Department to al externa counterintelligence organizations, boards, committees,
and councils. Delegation of thisfunction is at the discretion of the DCIO.

B. The DCIP consss of severd sub-functions. These functions are listed bdow and ther
definitions can be found in Appendix A, Glossary of Security Acronyms and Terms.

1. Counterintelligence inquiries.
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2. Threat Anayses, Naotification, and Education.
3. Counterintelligence Vulnerability Assessments.
4. Technica Surveillance Countermeasures.
5. Foreign Contact Reporting.
6. Internationa Treaty/Agreement Support.
7. Counterintelligence Community Liaison.
8. Counterinteligence Support to Criticd Infragtructure Activities.
9. Counterintelligence Support to Information Systems Protection Operations.
10. Counterintelligence Support to Counterterrorism.
11. Counterintelligence Support to Other programs.
D. Program Coordination.

1. The DCIO ensures that departmental Cl activities are coordinated with gppropriate €ements
of the U.S. Intdligence Community.

2. On matters involving departmentd activities in foreign countries, the DCIO ensures that Cl
activities are coordinated with the CI dement of the U.S. State Department's Diplométic
Security Service.

3. All legd meatters pertaining to counterintelligence will be thoroughly coordinated with the
Department’ s Office of the Generdl Counsd.

E. Policy Promulgation and Applicability.
1. DCIP policy may be promulgated only by the DCIO. All operating units will develop

internd procedures implementing DCIP policy. Procedures developed by the operating units
will be reviewed and approved by the DCIO prior to implementation.
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2. The provisons of the DCIP gpply to al departmenta organizations and personnd, including
contractors, temporary/part-time employees, guest researchergscientists, and consultants. The
term "DOC person” means any one or al of the above categories of personnd.

4206 Counterintelligencelnquiries

A. General.
1. Procedures contained in this chapter are intended to provide guidance to servicing security
officers, operating unit security contacts, and depatmental personnd a large. In certain
instances, more detailled guidance may be provided to servicing security officers and security
contacts on specific issues or activities.

2. Unforeseen or specid circumstances may hnecessitate the dteration of these procedures
without advance notice.

3. Requests for exception to these procedures will be addressed, in writing, to the Office of
Security. Requests will be gppropriately classfied and will include:

a A datement identifying the procedure to which the exception is requested;
b. A statement judtifying the request; and

c. The date when the exception is needed and the anticipated date when full compliance
with the procedure will occur.

Note: An exception to this policy is intended to provide the requestor with the ability
to continue conducting business while concurrently developing and implementing a
solution that provides full compliance with departmental policy. Exceptions to ClI
policy are only temporary.

B. Counterintelligence Inquiries.

1. A counterinteligence inquiry will be initiated when one of the following crcumstances
exigs

a. A Depatment of Commerce person is known or suspected of having contact with a
member of aforeign intelligence sarvice.
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b. A Depatment of Commerce person is known or suspected of having contact with a
citizen of a country that has been desgnated as a Cl-sendtive country. The Cl-sengtive
country ligt is available from the Counterintelligence Branch of the Office of Security.

c. A Depatment of Commerce person is known or suspected of having traveled to a ClI-
sengtive country and has failed to report the travel.

d. An incident occurs that involves a Depatment of Commerce person, and/or occurs
within a depatmenta facility or inddlation, in which there are indications of possble
espionage, sabotage, subversion, or terrorism or support any of the foregoing.

e. When information exids that a Department of Commerce person has not complied with
this policy.

f. At the request of an externd, authorized investigative organization, such as the Federd
Bureau of Investigation (FBI).

0. At thedirection of the Secretary, Deputy Secretary, Chief of Staff, or the DCIO.

2. Depatment of Commerce personnd who are aware of a circumstance as described in
paragraph 4205 B.1 a through e above are required to report the matter to their security
contact, servicing security officer, or directly to the CIPB. Without exception, dl reports in
accordance with this requirement will be made either in person or via secure means only.
Failure to report violations or non-compliance with this policy congtitutes a violation of policy.

NOTE: The Incident Reporting Information Management System (IRIMYS) will not be
used to report incidents of possible Cl interest.

3. Only members of the ClI Program Branch will conduct Cl inquiries, unless directed
otherwise by the DCIO.

4. The nature of Cl inquiries requires exireme discretion both in the interest of the privacy of
the subject as wdl as in the interest of nationd security. The Director for Security will approve
al requests for access to Cl invedtigative files by persons or organizations externad to the
CIPB. Disputes will be referred through the supervisory chain to the DCIO for resolution.
Requedts for accessto Cl files must be in writing with a judtification for access.

5. Adverse information about an employee developed during the course of a ClI inquiry will be
reported to the Office of Security.
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6. Information developed during the course of a Cl inquiry, which meets the reporting
threshold reflected in 50 U.S.C. § 402 (a), will be referred to the FBI.

7. During the conduct of a Cl inquiry, ClI Program Branch members are authorized to:
a Adminigter oaths and interview subjects, witnesses, and sources for information;

b. Access, review, and copy an employees personnd and security files or other
departmenta records rdevant to the inquiry;

¢. Conduct loca record checks and other required externd inquiries,
d. Implement technicd Cl activities when such actions will enhance the investigative
process, or when such actions are necessary to confirm or refute informetion which is
critica to theinquiry; and
e. Initiate non-derting processes for acquiring, reviewing, downloading, and/or copying an
information system’s data and/or software which is key to the inquiry, or which has been
used, is being used, or will ke used by personnel that may be a subject, witness, or source
of the inquiry.

8. All Cl inquirieswill result in one of the following condusions:
a Thematter is referred for further investigetion;
b. The Office of Security resolves the issue through the personnel security process,
c. Forma action is taken againgt the subject of the inquiry; or

d. The matter is appropriately reported and the case is closed pending additiona
information that might support further inquiries or other action.

4207 Threat Analysis, Notification, and Awar eness

A. Threat Analysisand Notification.

1. The Counterintdligence Program Branch is responsble for maintaining current information
about known or potential thrests to Departmental persons, facilities, information, or activities
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gemming from the activities of foreign intdligence sarvices, international indudtrial espionage,
or domestic or internationd terrorism.

2. The Cl Program Branch is not specificaly respongble for threat andyss with regard to
cimind activity, workplace violence issues, or cyber thresits but can asss in such
determinations. Threet information outsde the scope of the ClI Program Branch will be
immediately referred to the appropriate Office of Security program manager or to the Chief
Information Officer. [Note Threat andyses supporting Secretarid/Deputy  Secretarid  travel
will include information on any issue that may pose a threet to the safety of the party.]

3. The CI Program Branch will ensure proper and timely dissemination of threat informetion to
dl dements within the Department. Notification of threst information will be mede to the
sarvicing security officer, who will then be responsble for dissemination to the appropriate
Security contects.

a Undassfied threat informetion is routindly disseminated by the ClI Program Branch to
savicng security officars via eemal or by other secure means if the information is
sengitive and requires increased protection.

b. Classfied threat informaion will be made avaldble to servicing security officers via
secure voice, secure facsmile, or other secure automated information systemsiif available.

c. Threat studies conducted for Secretaria/Deputy Secretary travel will be provided to the
Executive Protection detail leader, or to an individua desgnated by the Director for
Security.

d. Threat analyss support can be provided by the ClI Program Branch upon request by
dther the sarvicing security officer or the operating unit's security contact. Requests will
be made in writing through the servicing security officer to the Office of Security, and will
be clasdfied appropriady. The location or function and the avaladle threat information
will dictate the classfication of the andyss The Cl Program Branch will make al atempts
to meet the classfication needs requested, but cannot guarantee tha the fina product will
be unclassfied or dasdfied a any paticular levd. Each request will identify what is
needed (formd briefing, informd discusson, hard-copy report, educational awareness
information, etc.), why it is needed, date required, and the intended audience.

e. The Director for Security will make a determination as to the priority of the request
based on program sengtivity, exising tasks, and resource availability. If a request cannot
be met, the requestor will be contacted and the issue(s) resolved.
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f. The Cl Program Branch can develop or facilitate access to material for threat awareness
educational purposes.

0. Requestors should dlow at leest a 30-day lead-time when requesting formd briefings or
fina written udies.

B. Counterintelligence Awar eness.

1. The success of the DCIP and depatmentd security efforts depends upon the
counterinteligence awareness of dl employees. This includes the threets they could face, the
precautions they should practice in view of any potentia threats, and departmenta policy
governing their actions.

2. Employees who fdl into one or more of the categories indicated below will atend a ClI-
awareness briefing on an annud basis.

a Employees with access to classfied nationa security information.

b. Employees with access to data or technologies that are known or considered to be an
interest of aForeign Intelligence Services (FI1S).

c. Employees who have orntgoing contact with a representative of a designated Cl-sengtive
country.

d. Employees who trave to designated Cl-sendtive countries. [Note Defensve travel
briefings, which are required of certain employees for travel to sdect countries, do not
qudify asan individua’s annual Cl awareness session.]

e. Savicng security officers and security contacts are responsble for conducting or
ensuring that Cl awareness sessons are conducted. A representative of the CIPB may be
avalable to atend these sessions as the DCIP spokesperson, time and travel funds

permitting.

3. Cl awareness sessons should be conducted multiple times during the year to ensure that dl
employees have ample opportunity to attend. The ClI Program Branch will provide guidance on
the substance of these sessons as wdl as assgtance in obtaining materids for use during these
sessons. Cl awareness sessions may be conducted at the classified or unclassfied levels, or
both may be done in separate sessons. The servicing security officer or security contact will
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make this determination in consderation of the clearance levels of the supported employee
population, the avalability of an gppropriate fecility, and the awareness needs of the
employees.

4208 Counterinteligence Vulnerability Assessments

A. A Counteintdligence Vulnerability Assessment (CIVA) is a thorough andyds of a
Depatmental facility, system, property, activity, or specified information holding to determine the
degree to which the entity is susceptible to an identified threat. Unless there is an identified threst,
vulnerability assessments are not conducted. The CIVA is typicdly a follow-on service, conducted
after a threat analyss has identified an actua threat condition. The comparison between the threat
condition and actual day-to-day circumstances provides the andys with the necessary ingght that
will alow a sound judgment to be made regarding the possible nature and degree of harm that a
threat condition can inflict. An inherent part of the CIVA is the development of recommendations
on the employment of countermeasures necessary to counter identified vulnerabilities.

B. A CIVA may be conducted based on a request from a servicing security officer or security
contact, or when the DCIO determines that a sufficient threat potentid exists tha warrants the
conduct of avulnerability assessment.

C. The sarvicing security officer or security contact will request the conduct of a CIVA, in writing,
to the Office of Security. The request will contain basc information identifying the location,
activity, or facility on which the CIVA will be conducted, the nature of the threat (if unknown to
the ClI Program Branch), and the timeframe in which the CIVA is to be conducted. The Director
for Security will asess the request in terms of priority, available/required resources, and the
timeframe in which the serviceis requested.

D. The compostion of the CIVA team will vary according to the entity being assessed. Typicdly,
the team will be headed by a Cl specidist together with an andyst, a member of the requesting
organization's security office, and subject matter experts from the locetion, activity, or facility
being assessed. Subject matter experts from other security disciplines within Office of Security
may aso be caled upon to participate.

E. A CIVA is conducted a the location, facility, or activity of the suspected vulnerability. The
assessment may incdlude multiple facilities, locations, or activities The team members will require
complete access to dl data regarding the subject as well as access to personnd employed a, or
engaged in, the subject. Specid access must be identified in the request for the service, if required.
Team members will require dedicated workspace, telephoneffacsmile support, and information
systems support in the identified facility, location, €tc.
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F. The CIVA team leader will initiate the assessment with an entrance briefing to the managers of
the activity or facility being assessed. The hogt servicing security officer or security contact should
identify the attendees for the initid briefing. The entrance briefing will cover the purpose of the
assessment, protocols and procedures, support required from the host organization, anticipated
timeframe for the conduct of the CIVA, and anticipated interruptions to the work force, if any. At
the concluson of the CIVA ondte peiod, the team leader will conduct an exit briefing and
provide the findings that have been determined up to that time.

G. The find CIVA product will be provided to the requestor within four to sx weeks from the
conclusion of the on-site period.

4209 Technical Surveillance Counter measur es

A. In accordance with nationd policy governing technicad survellance countermeasures (TSCM)
as issued by the U.S. Security Policy Board (SPB), the Office of Security will develop and
implement a depatmentd TSCM program. TSCM is an inherent function of counterintelligence,
therefore the responghility for the TSCM activities will resde within the ClI Program Branch. All
matters pertaining to the conduct of TSCM activities will be directed by the Director for Security,
consigtent with SPB TSCM Procedura Guides 1 through 3.

B. The Director for Security will ensure that a TSCM capability exists which can:

1. Conduct physica, eectronic, and visud search techniques necessary to identify and protect
Depatmental  persons, facilities, information, or activities that are vulnerable, through design
or circumstance, to hostile technical surveillance activities;

2. Acquire and employ TSCM technologies, techniques, methods, and measures to identify and
neutrdize hodtile technicd survellance activities;

3. Cdllect, andyze, and disseminate data regarding the technica survellance threst to the
Department, its persons, facilities, information, or activities;

4. Provide state-of-the-art support by ensuring that al TSCM personnel are accredited, and that
the individuds recave continuing, advanced traning necessary to mantan the levd of
technical expertise prescribed by TSCM Procedura Guides 1 through 3;

5. Review and/or develop practices and procedures for routine departmental functions that will
alow departmentd personsto ensure their activities are in compliance with this chapter; and
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6. Provide recommendations to the DCIO concerning significant issues thet involve either the
conduct of a TSCM service, technicad vulnerabilities to the Department, or the discovery of an
unauthorized device.

. Request Procedures.

1. All requests for TSCM support will be addressed to the Office of Security and classfied at
the Confidentid leve a aminimum.

NOTICE: Advance coordination may be made verbally, but only via secure means. When
requesting or coordinating a TSCM service, requestors will not use any communication
medium that is located within the room/area that is to be the subject of the TSCM
service.
2. Asaminimum, the request mugt identify:

a The specific room/areato be serviced;

b. The function of the facility, the nature of, or the cause for, the request;

¢. The name of the point of contact; and

d. The time frame in which the service is desired.

3. The workload and availability of assets of the Cl Program Branch may necessitate the
service being conducted at atime other than when originaly requested.

. Requirements.

1. A TSCM sarvice will be performed a least annudly in any room, office, suite, facility, etc.,
goring or processng Senstive Compartmented Information (SCI) or in which SCI discussons
occur.

2. A TSCM sarvice will be conducted in dl SCI facilities (SCIF) when there is a suspected
compromise of information or when unauthorized personnd are left unatended within the
perimeter of the SCIF.

3. Annud TSCM sarvices will be conducted in dl offices in which routine Top Secret
discussions occur.
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4. Annud TSCM sarvices will be conducted in offices or areas that are routindly used to
process information or to discuss information which:

a Addresses sengitive agpects of controlled U.S. technology; or

b. Detals a U.S. podtion on trade, treaty negotiations, or sendtive aspects of current
tregties or trade agreements.

5 A TSCM savice will be conducted due to threat conditions when determined by the
Director for Security.

E. In Depatment of Commerce facilities, TSCM services will be coordinated by the CI Program
Branch. Any exceptions to this policy will be approved by the Director for Security, in writing,
prior to conducting the service. Requedts for exceptions will be forwarded to the Office of Security
at least 30 days prior to the proposed date of service.

4210 Foreign Contacts

A. The principd concern of most Cl programs is espionage againg the host organizaion. The
Depatment's misson, respongbilities, and activities often demand close and sometimes-continud
contact with foreign naionds. The DCIP seeks to apply nationa, Departmenta, and persond
safeguards to the conduct of this business, not to redrict it. Adversarid foreign intdligence
savices (FIS) adso undersand very wel the naure of the Department’s misson. The enormous
degree of exposure that departmenta persons have with foreign nationds creates vulnerabilities for
the Depatment and opportunities for a foreign inteligence service The routine contacts are
excdlent venues for FIS officers to conduct the spotting and assessing, necessary in identifying the
right individua for recruitment.

B. Contact with foreign nationa's can occur in severd ways. The most common are the following.

1. Purposeful contact due to legitimate business reasons, whether insde or outsde of the
United States.

2. Incidenta contact whether in or outsde of the United States. The various types of incidenta
conteacts are too numerous to lig. Generdly, incidenta contact is one in which the
departmental person did not initiate the contact, there is no depatmenta purpose to the
contact, and no follow-up meeting was suggested by the other party. Although seemingly
innocent, incidental contact has been the dart of many espionage cases, hence, it is dways in
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the best interest of the departmental person to mantan a condant vigilance of the actions
occurring around them as well as their own actions in regard to contact with foreign nationals.

C. PDD/NSC-12, Security Awareness and Reporting of Foreign Contacts, Paragraph 6.1Bl,
requires the reporting of contacts with foreign nationds as well as the maintaining of records about
these contacts. Departmental procedures for reporting foreign contacts are contained in Chapter 17,
Nationd Security Information Policies.

D. Office of Security interest in foreign contacts is twofold. Certain countries have been
designated as Cl-sendtive and certain subject matter or technology has been designated as being of
interest to certain foreign intelligence services.

E. Foreign contact reporting is accomplished through the Department’s Personnd Assurance
Program (see Section I, Personnd Security). Arrangements between the ClI Program Branch and
the Personnd Security Officer sarve as the means by which information concerning foreign
contects of interest is forwarded to the Branch. Servicing security officers, security contacts, or
other individuads are authorized to report directly to the CI Program Branch. In such cases, the Cl
Program Branch will forward information to the Personnd Security Officer.

4211 International Treaty/Agreement Support

A. Internationd tregties and agreements can provide a foreign intelligence service with excdlent,
overt opportunities to operate within the United States. Typicdly, these arangements provide
sanctioned, foreign access to citicd government fadliies and/lor to criticd  U.S.
indudtries/technologies.  Unfortunately, some internationd agreements have been the bass for
compromise of sengtive and classfied information and activities The key to this criticd falure
can be attributed to one recurring theme, improper consderation of Cl concerns during the
planning and, in particular, the implementation phases of internationd treaties and agreements.

B. Depatmenta persons engaged in any aspect of internationd treaties or agreements are required
to report their involvement to the CI Program Branch. The Branch is required to assess the thrests
to the Depatment, while ensuring that proper safeguards are implemented and are consstent with
national security objectives and concerns.

C. The CI Program Branch will serve as the depatmenta liaison to externd organizations for dl
counterintelligence matters, with regard to the Depatment’'s involvement in internationd treeties
or agreements.
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4212 Counterintelligence Community Liaison

A. Maintaning liason with counterparts in the Federd Government, sates’‘communities, and
private industry is essentia to the DCIP's success. Active liaison by servicing security officers
with their locdl law enforcement offices and with supporting FBI offices is encouraged.

B. The Counterintelligence Program Branch serves as the principa departmentd liaison to Federd
counterintelligence dements.

C. All employees will immediady notify the CI Program Branch if they have been contacted by
any organization externa to the Department, whether Federd or date, for any issue rdating to

counterintelligence, counterterrorism, contact with a nontU.S. citizen, or thrests to departmenta
facilities, persons, property, or activities.

4213 Counterintelligence Support to Critical Infrastructure
Protection

A. PD/NSC-63, Critical Infrastructure Protection, Paragraph 6.1BI, establishes the broad policy
and the organizationd framework for addressing protection of the country’s critical infrastructures
such as tdecommunications, banking and finance, energy, transportation, and essentid
government services.

B. The Chief Information Officer (CIO) serves as the Depatment’s program office for Critical
Infrastructure Protection (CIP).

C. The CI Program Branch support to the CIP consgts of the following activities:
1. Threat analyses.
2. Vulnerability assessments.
3. Cl inquiries.
4. Technical Cl support.

D. The ClI Program Branch's support to the CIP can be initiated at the request of the CIP program
office or internaly initiated by the CIPB based on the receipt of credible threet information.
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E. The CIP program office can request support by contacting the Cl Program Branch to discuss
support requirements.  Once agreement is reached, the CIP program office will submit a written
request to the Office of Security.

4214 Counterterrorism

A. PDD-39, U.S. Pdicy on Counterterrorism, and PDD-62, Combating Terrorism, Paragraph
6.1BI, establish and define U.S. policy with regard to combating errorism. Terrorism is defined as
"The calculated use of violence or threst of violence to inculcate fear; intended to coerce or to
intimidete governments or societies in the pursuit of gods tha are generdly politicd, religious, or
ideologica.”

B. Combating terorism is divided into two basc sub-components, antiterrorism (AT) and
counterterrorism (CT).

1. Antiterrorism. Defensve measures used to defend against and/or defeat terrorist strikes.
These measures can include, but are not limited to, physica security devices such as barriers,
fences, guard forces, access controls, survelllance systems, and security education. In the
Office of Security, respongbility for implementing antiterrorism policies and procedures rests
with the Physical Security Program.

2. Counterterrorism. Proactive measures that are taken to defeat terrorists and prevent an act
of terrorism before it is committed. Inquiries or invedtigations, threat andyss, and threst
deting mechanians are included. In the Office of Security, responghility for implementing
counter-terrorism policies and support rests with the CI Program Branch.

C. The ClI Program Branch threat anadysis will be an ongoing effort to identify potentid terrorist
interest in departmenta persons, facilities, information, or activities.

D. The ClI Progran Branch will establish and mantan an effective liason program with the
Federal counterterrorism community to include representing the Department a community boards,
committees, working groups, and task forces. The ClI Program Branch will ensure the timey
receipt and dissemination of pertinent information and intelligence to departmenta recipients.

4215 Counterintelligence Support to Departmental Activities

A. The DCIP supports al depatmentd activities. Operating unit security contacts and servicing
security officers should identify functions, missons, and activities that could be candidates for Cl
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support. Together the CI Program Branch and the servicing security officer concerned will review
thisinformetion and determine the nature and extent of Cl support.

B. From time-to-time, the Department’s activities and programs may come under the scrutiny of a
foreign intdligence sarvice. In such cases, any one of the activities or programs will benefit greetly
from having a previoudy completed Cl assessment.

4216 Counterintelligence Activitiesin the Operating Units

A. In the Depatment, the counterinteligence function has been centrdized in the Office of
Security. Cl personne are not assigned to the operating units, nor are they assgned to regiona or
field security offices. The CI Program Branch serves as both the Cl policy office as well as the
Depatment's Cl invedtigative dement. This is not, however, & the excluson of the operaing
units.  Issues and incidents mandaing Cl involvement occur in the operdting units. Servicing
security officers implement the DCIP, in part, in thelr respective aress of responsibility.

B. The core issues of Cl concern must be an integrd part of the routine security curriculum at each
of the operating units. These coreissues are:

1. FISactivity;

2. Economic espionage;

3. Employee education and awareness,

4. lllicit technology theft/transfer; and

5. Terrorigt interest and/or targeting.
C. Generdly, idertification of issues # 1 through # 4 and implementation of issue # 5 will be
accomplished by Office of Security servicing security officers and by operating unit security
contacts. Resolutions of issues # 1 through # 4 and product support for issue # 5 fal under the
purview of the Cl Program Branch.
D. If servicing security officers or security contects learn of any information regarding issue B.1.

through B.5. above, they should contact the CIPB immediaidly in order to obtan additiona
procedural guidance.

Section V — Other Security Activities
Chapter 42 — Counterintelligence
April 4, 2003
Page 42.16



U.S. DEPARTMENT OF COMMERCE

MANUAL OF SECURITY
POLICIES AND PROCEDURES

E. Sewicing security officers or security contacts must conduct internd Cl awareness training,
utilizing gpproved materials. Contact the Cl Program Branch for assistance,

F. The Cl Program Branch is avallable to conduct a Cl needs-assessment on awy activity to assst a
servicing security officer or a security contact in defining the Cl needs of their organization.
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